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1 ARP spoofing, http://en.wikipedia.org/wiki/ARP spoofing

2 Rogue DHCP, http://en.wikipedia.org/wiki/Rogue DHCP

3 Web Cache Communication Protocol, http://en.wikipedia.org/wiki/Web Cache Communication Protocol

4 Web Proxy Autodiscovery Protocol, http://en.wikipedia.org/wiki/Web Proxy Autodiscovery Protocol

5 Evil twin (wireless networks), http://en.wikipedia.org/wiki/Evil twin %28wireless networks%29

6 DNS spoofing, http://en.wikipedia.org/wiki/DNS spoofing

7 Kim Zitter, “Revealed: The Internet’s Biggest Security Hole,” Wired Magazine, August 26, 2008,
http://wwwwired.com/2008/08/revealed-the-in
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8 SHA-2, https://en.wikipedia.org/wiki/SHA-2
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9 Diffie-Hellman key exchange, https://en.wikipedia.org/wiki/Diffie-Hellman key exchange
10 Elliptic curve Diffie-Hellman, https://en.wikipedia.org/wiki/Elliptic_curve Diffie-Hellman

" Forward secrecy, http://en.wikipedia.org/wiki/Forward secrecy
12 RFC 6698: https://tools.ietf.org/html/rfc6698
13RFC 7218: https://tools.ietf.org/html/rfc7218
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ARP spoofing, http://en.wikipedia.org/wiki/ARP spoofing
Rogue DHCP, http://en.wikipedia.org/wiki/Rogue DHCP
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Web Cache Communication Protocol,
http://en.wikipedia.org/wiki/Web Cache Communication Protocol

Web Proxy Autodiscovery Protocol, http://en.wikipedia.org/wiki/Web Proxy Autodiscovery Protocol

Evil twin (wireless networks), http://en.wikipedia.org/wiki/Evil twin %28wireless networks%29

% DNS spoofing, http://en.wikipedia.org/wiki/DNS spoofing

Kim Zitter, “Revealed: The Internet’s Biggest Security Hole,” Wired Magazine, August 26, 2008,
http://www.wired.com/2008/08/revealed-the-in/

® SHA-2, https://en.wikipedia.org/wiki/SHA-2

9

Forward secrecy, http://en.wikipedia.org/wiki/Forward secrecy

" Diffie-Hellman key exchange, https://en.wikipedia.org/wiki/Diffie-Hellman key exchange

" Elliptic curve Diffie-Hellman, https://en.wikipedia.org/wiki/Elliptic_curve Diffie-Hellman
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" M’AAWG Sender Best Common Practices, Version 3.0, Updated February 2015
https://www.m3aawg.org/sites/maawg/files/news/M3AAWG Senders BCP Ver3-2015-02.pdf

P RFC 6698: The DNS-Based Authentication of Named Entities (DNS) Transport Layer Security (TLS)
Protocol: TLSA, https://tools.ietf.org/html/tfc6698

" RFC 7218: Adding Acronyms to Simplify Conversations about DNS-Based Authentication of Named
Entities (DANE), https://tools.ietf.org/html/rfc7218
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