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2. H9lo (Firmware): CPE ol 4 4ot AZ E o] 2 OS, U ES A Qe H| o] 2 A2 E 9o
ﬂ‘ AL E o] s 7] A ef Au] 2, T sl 11‘41&*”42 E SR

3. W X0 (Backdoor): Al =B B= 71 fﬂ o] H of oj 3, ”ﬂ/‘ﬂ/ﬂoﬂ 71 = A e H o= A~
7Vt Al sk EE H7tH S-S EEth BEoj o o & 5, v S glo] stEad
AR 1 E A H S B oA 7Sk H%U”%]-J H]mHqi(password—of—the—day),
Az glo] el /)5S AW B WAISA 4L AB| s Sol gk M o]

29 2 RF A il TFITHES A T sl ol FEONEA 0%
F 198 B41019) DTSR Bol b ) 47} ek Mol w4 e
w2 ey o Qo) WA 497t ALk

4, AA3F ot5 3} /95 5! Internet Engineering Task Force (IETF) T=+ Th& 153 A o]
ols] FME HA WA & ~ulyE 453 s %%E??ﬂ%?b}]
A= HA G 7] Alo| =& A e = A & ofF skt

5. SEmYE AFHR: 2200 S A g1 AR A vhol el H Ao &
o ahyatd] GO WA B AL RaSY 5 s AF hrnse) 3F
AFARENG AF RE 75 TN T

6. MBI 2AHEFY] ZEAM A EE tﬂE) Lo ok wjol gk A H] 20 F2l & A st
STfolAE AT E o7l obd B4 X E tlslo] e B3 HE 2 A4S t 7] st A
I ZA A

7. U ZE(DEFAULT): Zrujj z}ol] o]k 7] H 47,

8. O] iAol A AFE-E &= 7] ¥ = "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL
NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED",
"MAY" "OPTIONAL" & o] F-%of 2221 7 3} ﬂo] to]o] R E B 7} Ul A2 o=

$-ol| 33l BCP 14 RFC 2119 [21 2} RFC 8174 [3] | A& v} o] s A # ),

AREA Q1 8 7 A3} (General Requirements - GR)
GR-01: Tju}o]~o] Ao F=Q H ol AH AW = Ela|of S HMUST). 74 4 Ho g
Ut 2t
o AlzEAR, 2B A Ae] B
b. Adlefet 7] os o WA, M, e g

GR-02: #jA}= H A4S O3 &S A s oA E
a. Yol 75 EE=0s9 HA, wA Ay

b. Tlupol o] 7w B= o Ze| Aol da An| o] B, M, e = 3, o
=5k H-¥ 22| O] B 2 (factory-boot status)

GR-03: Tz} AFR3HAL e BE QEAA AT E Yoo AR E A3 oF SHThMUST) :
a. AFEEHE Q7 QELRA AT E Y] BAE RE Fol i Y B
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b. CPE AlZ=®le] At =5 7} O3 A AT Eg o] o] g i v w7

GR-04: F|oFA TNE 98k A A A B (vR-03)E CPE 9] 182 §-4 SE] | o] ~(GUI) <]
o] & 7}(ell: 3| o] A, § Byl T A = o] oF FTHSHOULD).

GR-05: &)= CPE 7} 7| A 9 7]gto] kR 5 1A Ur(VR 01 7} VR-02 7%) H ¢ ©] 2
Hulo]EE Yol v 7 gle A -5-(ell: e FA4 g #H o] 2~ 5, AF&- Aol Al (o
A FA4 Ao 2 5 S AHBE AF3) oF S SHOULD).

3. 2XE o] B3l 8 FAL¥) (Software Security Requirements - SSR)

SSR-01: Q1A H &= 3= I =™ F T ohMUST NOT). FR-04 9} FR-05 & 3=

SSR-02: julo] 2ol A7ge Tizhsl IS K (o v 5 7] Bt BEF 5)&= 43t

]_
A8}/ 5 8 ok el ol o)) 15 o) of FhMUST). h2 8} 7]5= 7hs & §
HPg o= gt sh= o of] #1745 o of FTHSHOULD).

SSR-03: t]H}o] 2ol A H Auk glo]H = H A3 4538l 2 H T ¥ ofof THSHOULD).

SSR-04: F o] W A| 2"l Aol ALEH mZESo]e} Mo o gt Ao A F o i
A B o] A AFA = of o FTHMUST).

4. o]l E¢} A 8 FAH(Update and Management Requirements - MR)

MR-01: CPE = 4 3lo] 43l ¢ls3l T2 EF S A}43 92 A 2 93 gAY SS
T &l oF ITHMUST). & 7-H &= TREZ e v o 52 Fx

MR-02: CPE = XA oA 3E 174 d|o] E W AYSZS &S oF SohMUST). 875 =

MR-03: ¢4 #e] o} @zt 7w, 94 JHl o] E vAYF 2 thE5 A aloF T MUsT). :

a. HMFbASQF
b. ¢Haste H&
S Aol th3k JE A B UMEN A 9, 54T URL &)
d A& ELE Ago] Af(of: UZEDEFAULT) B v|g] ddd FE HI 25 E 9
XE WS A4 Adun).
MR-04: BP0 2 b ek Abs Qo] 2] B4, T iAYTE i dEA R E ATl
ASE T ofofF g usT)

MR-05: CPE = A A Hlo] E7} WP =] 7] Mol (A2 o2 ZefA] WK ] ol Ay the-Z =4
do] 33 45 1L o] Blo] siE Huto] =& 93 ARIVbEE 51 Hulol &
A7, 2 A 5H)E A Verify) T = A= WAYUSS T3 3l oF ShusT).
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MR-06: Oéﬂiﬂ o|E Z 2 Al dAe] AAS BES o stk MUST). T A= S48 A A
7ol tlufo] 29| BelE ol A% WAlSl HAL WA S ArHAAY). o
el A A S Sl ST,

MR-07: QHlo]E 2] gQle t]s}o] CPE +:
a. A= Ho] 29 A QU EE 7S A= G714
Hf-3f of gk musT.
b. AB&EAZF JUlol E A AE A2 4= =5 5 7Fal oF ek ausT).
c. =HWME o] =9 ISP = FA| YUl o] EE A3 oF g (SHOULD).
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S} (MUST) 5} o] i F3Fol 3 F 7} glofof ghohmusST NO'T).

5. 715 &7 A}&(Functional Requirements - FR)

©] \-A 3= REC 7084 [g]°l] T2 1Pve A o] ARHA o 8.7 BA ol 2§ of 955 71 3hod
2 = At

CPE 9| A x| L x| o]of AL CPE o A Al A X o] of 5l 7] 58 )& 24}

FR-01: CPE & W ‘J AR AAE 3 FsAY T2 34 (9l Telnet, FTP, SOCKS, CHARGEN,
SNMP 5 ) g 133k 5= 3l Ei St HEE MHM WAN(WAN BY DEFAULT) A H| =&
a3}t A= <t %E}(MUST NOT).

FR-02: CPE <= €94 lHlo]Eot 94 #e] 755 o] &4 glujo|=9) 2] o748 (Update and
Management Requirements - MR) &} 350l A A <= v} &} o] - 3] oF b (MUST).

FR-03: LAN/WLAN Aol A CPE 2 gJa) A= 2= =54 3] o BA1L ¢l=x ofo}
SFALMUST) . $F % 3}5 o] of FHeHSHOULD).

FR-04: E= QIS B (ol v 3= vhaE A2 A oo & E 3 W73 7Heal of
T MUST). AH8-AF A - g 1 (o) AFE-AE) = R 7Hs 8 oF @ SHOULD).

FR-05: ¥e]2} QIEj o] 2ol 4 Z38h7] A& 2 S =
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(MUSTNOT)
A7 HAE ALY A RS b= AA S 2 8 EH S 7T ull(d: kol
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FR-14:
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BUjAE BE 5213 vlo] i ¥ 8t/ 4 3k 5 o] oF FThMUSTY.
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2
0,
)
=,

oﬁ

CPE 2] LAN/WAN ¢IE] 5] o] 2 Aol A o] A} g-2}= H@HH]* 24s faste
DNS, NTP, SSDP, UPnP ¥ 5% F A AFEE 7lsdo] Qe T2 EF S 0] 835 ‘:
54 AMH| 2= WAN/ B U] &8 o Qloj A= < EJE}(MUST NOT).
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Mu| /o o] HEE RUEH B e str] 918 A]
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2@ EF UEYA 99 B FT240)E Al of shohMusT).

Hebel i @ Mol o) ohE A9 E e} 7] Aol 22 el o] QHl @ et B
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HAEg 3] gals 0T AUy s o] 29 okd s} By & A oF FTHMUST)

tuto] 2 IFel AR H = 7] B AATEA Y] S g a3t Au) s e

= Al 01/8 < ZF 7 Hufol 2 &2 7] 2 AATE A S A 8 oF I MUST). ol &
0] Zofo|ul7| = thE Huto] 29 A 5 & o} A = F P T MUST NOT).
CPE + HIE ¥ A B} 2 2 EF (Network Time Protocol - NTP) 9} 22 5 & ﬂ'ou]
ZREFS S ARE E73HE A Dl oF hHMMUST). o] & #18 A = NTP i
SHO|AE AZEY )7} - ¥ CPE & NTP A H & 913 =y d A4 %
7EA A = QF W (MUST NOT) Fj A7k AR-8-5 &) 7P #] L3k AW & HEZEZBY
DEFAULT) AH&-3 A & ¢F | ThMUST NOT).

:\912

CPE += RFC 6092 "Recommended Simple Security Capabilities in Customer Premises
Equipment (CPE) for Providing Residential IPv6 Internet Service"[6] & A ¥ 3 oF
SHCHSHOULD). REC 6092 9}F o] Aol E=0] Q&= 749, o] 42 Q- AFg o]
S},

CPE &= BCP 38, REC 2827 [12] ]l u}&} IPv4 &} TPv6 & BF9] SHEj~ 43 IHE
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&4 0] 0] of FTHMUST). o2s 1P F2:9] 7 F ol LG 7]49] A S o] #A 9]
W 9lol L35 A ek,

FR-16: CPE = 5H 3 545 7131 1P 240l v sk 9% e & A Y3 oF o SHOULD).
RFC 6890 [13] 2} RFC 8190 [14]°l] T2}, "Globally Reachable" FALSE AND "Forwardable"
FALSE 21 %ﬁit dE H O% oF $FHSHOULD). ©] 7 §- CPE &= “IANA IPv4 Special-
Purpose Address Registry” [15] €} “TANA IPv6 Special-Purpose Address Registry” [16] ]|
A% vle} o] TANA (Internet Assigned Numbers Authority) ol 2] 3l -2 5 3L Q)=
7)1 A 8-l whe} 1Pv4 9F IPve & E3He A S 4= 9lofoF e SHOULD).

FR-17: CPE £ Q& g ZW 24 7] 58] = oF B MUST NOT).:

a. WAN EZE| A s=A18] CPE E-A) o 33} DNS 7 2] WAN Z Eof| 4] ojuj st
7350l &= F7FE AL ' A = <F F T MUST NOT).

b. WAN X E|A 2138 LAN ZEZ2] A4S 9 =3+ DNS 7 2]+ CPE A Ao
WA A Q1 gf 2 o] EA )= ol vk & 8-2 5 JATFMAY). (oll: A 72, Hshd
TTH 5 )"

c. CPE7} 272 DNSAHE A dsl= 749, o} 1= DNS 7 2] 7} DNSSEC A 5%
AP = A g of ?‘E}D‘r(SHOULD).

d. CPE7} 27 DNS A E A dJs}#] &= 7d9- DNSSEC A5 vl o] &4
thE A H ol DNs 7 2 & 1 $3F= th4] DNS ol 4] DNSSEC A& "H &
AFA| 3 A= F ETHMUST NOT).
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=l

FR-18: CPE 7} WiFi & A& 3h= 49~
a. AA3Z S stE FukshE Bl MlAYSES T 8 oF S MUST.
b. FH A1 M A ] Wi-Fi Protected Access (WPA)Y®L] H. Sl 7|5 WA & X & of gt}
(SHOULD).

FR-19: H|'EH T = o3k ] Qe | o] Aol A = Q%E%(BY DEFAULT) & o] g ~E=R
EO% A A= ok lEE}(MUST NOT). HE & = AFg-AF2] 8 F o] Q= A Fot o=

FR-20: HjHo] 2 AL S &l A RIZHEE AR (o] v 2 5, SNMP “s- Community & A+&) 7}
AGAAY a7 JE 2 ZE]o] 8l AE XI(ASCI B-& UTE-8) 0.2 U2 =38
T A= W o] A8 oF FtHSHOULD).

CPE S 4871 LAN &1 DNS M1 22955 A% Yl & 45, ol 24 9/45 739
deiA = w7k 2 A g H
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6. 7] A 8 7AF3(Initial Configuration Requirements - IR)
Hulol A= vk 22 3 S5k 9] 27] HEE AA S 7HA oF e MUST):

IR-01:

IR-02:

IR-03:

IR-04:

IR-05:

IR-06:

IR-07:

IR-08:

IR-09:

CPE & AH&-& 8] &R U= Al dhet= Wk o 2 A ofof ghohMusT). 271 A7

3L 2 Al 2~ (bootstrapping)= 91 ¢k F R 3}A] @5 BT A H] 2 (dl: A H| 2~ B ZEA S E
AV B 7LE 3k A E o of shohmusT). 53] (+d H o} IT}HA) SSDP, SNMP, UPnP,
SOCKS, SMB, 9 H| 2~ E (ergo ol M T EH iperf U T2 AE)o] IH T F714 02
AAS &S Qg e HMY MHs REE Qg AH] e AFE 73t

o] ALk AR5 AL QL= A Ef ol oF ?‘&E}(SHOULD).

DNS A H T2 EH Fa)ol e d gebn| g = A A o] glofof 5™ (MUST),
(T o] AHH) DNS H el o] FA o] AbE & 715§ AFE] of oF ST MUST).

E ¥ 94 EEDMZ E2E $4L 7Hsetthd U] £ E 2 (BY DEFAULT) AHE
71353k Al e of of SO MUST).

T e AWM=l o] e A; QI Ho] o) HZatr] 9% 1]
W tupo] 2 2 31§k Zl o] of oF 3 (MUST) tlufo] 9] eplo] A <=
A o] oF g MUST).

HHE el

WiFi 7} Al 3% = 74 9-, WiFi Ul E 9] A& WiFi SSID ¢ T2 NOT) a3 % 7]

H YA S E 7 oF st (MUST) ©] 7] H|EH S = tjuto] 9] gplof A o2 &
Lol of FTHMUST). ©] MW T = U] Z EDEFAULT ) @] AL v H 5 o= o} 2

Z o] of of THSHOULD).

WiFi 7} A & %] = 7 9-, WiFi Service Set Identifier(SSID) 2] T] & E(DEFAULT) #k-<
T aLe] o] & HEi= Al R I B F oA = < H M (MUST NOT),

H 2B mfo] = 7h5El of ST MUST). ISP 9] U] & E(DEFAULT) #F 71 Z=H nlo] =0
el M= rs oA AL 7Hs sy

sSH A 220] A3, AW <) 71300] = F 4 4 A A9 gotol et
NOT). 7] 3% Au) s 2718 % 5 Fol A4 wojof sh tuo] 2o BE T4
2713 ol = A28 715 A sl oF FThMUST). A4 F 75 0] = Au] 2 A8 A

wobd 28] hleltia Azt & 7o) webd e A Fa of sk,

HJE

o]-g 'i

IPv6 ©] & WAYE BlY, VPN 2 A8 ] 2= U] 2 E 2 (BY DEFAULT) A&
E7Fs g e of oF T MUST).

T H [FR-15] © Tl & EZ(DEFAULT) 8.8} 5 of oF SHThMUST).

9 ISP 7} SSID ©]& 9] t]Z E(BY DEFAULT) A7 W2 (d: =& E]H}OIAOH shupo] o] &S FAY Z7he
tute]l = M2 31/3 o] 53 AASE )& 24T 45, 1P = SSID olF¢ 274 H“‘Oﬂ el A
Jo7 vt 184 GrhH i xh= U E E(DEFAULT)E A8 4= Q)
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7. ¥z} 8 F-A}8}(Vendor Requirements - VR)

Zhof 2=

VR-01: A% vl 7] 7bo] ¢ $-o &
A ste] AlE A Y A E W3] &) of SohMUsT.

VR-02: tjufo] A7} ol &= FQF HAghe] Wk HGHE 4T ? L ofof S MUST.
ol Ap= Al Al 7 LSl Q x| E A oF
ST SHOULD).

VR-03: Al LA B FH S ISP A, A=A, A =T HE] (A 52k 22l Al

A
@4 9 AT AN A BTE T O ot ALH S BT
58S 7hA oF T MUST). AE2] Kot o] 9 t-8-& (Product Security Incident
Response Team - PSIRT)©] =4l 5l 3 o] o] 4] o] th(SHOULD).

VR4 AP SEolut Al o] Bagls FAA AL AYE 7hA of FrhMusT). Fo]
PAfol Eol = A 23 ohe U o] glofof Feks
a @A) EAFHE ROF P 1 95, AE] P 0 B S o] An

o] e AT ES o] A28 B A o] Alw
Hpo] o] A, o) E, Bets 93 vy B 7] E Ak 9 Al %

ofo] B2
BCOP: Best Current Operational Practices

BBF: Broadband Forum

CE: Customer Edge Router

CPE: Customer Premises Equipment

CWMP: CPE WAN (Wide Area Network) Management Protocol
TANA: Internet Assigned Numbers Authority

ISP: Internet Service Provider

PSIRT: Product Security Incident Response Team

RG: Residential Gateway

SSID:  Service Set Identifier

WLAN: Wireless LAN (Local Area Network)
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10. Q1 & A B

[1]  Abuse of Customer Premise Equipment and Recommended Actions
https://resources.sei.cmu.edu/asset files/WhitePaper/2014 019 001 312679.pdf

[2]  Key words for use in RFCs to Indicate Requirement Levels, BCP 14, RFC 2119
http://www.rfc-editor.org/info/rfc2119

[3]  Ambiguity of Uppercase vs Lowercase in RFC 2119 Key Words, RFC 8174
https://tools.ietf.org/html/rfc8174

[4]  Internet Security Glossary, Version 2, RFC 4949
https://tools.ietf.org/html/rfc4949

[5] Common Security Requirements for IP-Based MSO-Provided CPE - Version 101

https:/ /apps.cablelabs.com/specification/common-security-requirements-for-ip-based-mso-

provided-cpe

[6] Recommended Simple Security Capabilities in Customer Premises Equipment (CPE) for
Providing Residential IPv6 Internet Service, RFC 6092
https://tools.ietf.org/html/rfc6092

[7]  Data-Over-Cable Service Interface Specifications DOCSIS® 3.1, Security Specification,
CM-SP-SECv3.1-107-170111
https://apps.cablelabs.com/specification/ CM-SP-SECv3.1

[8]  Basic Requirements for IPv6 Customer Edge Routers, RFC 7084
https://tools.ietf.org/html/rfc7084

[9]  Functional Requirements for Broadband Residential Gateway Devices, TR-124 Issue 5
https://www.broadband-forum.org/technical/download /TR-124 Issue-5.pdf

[10] CPE WAN Management Protocol, TR-069 Issue 1 Amendment 6
https://www.broadband-forum.org/technical/download /TR-069.pdf
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https://resources.sei.cmu.edu/asset_files/WhitePaper/2014_019_001_312679.pdf
http://www.rfc-editor.org/info/rfc2119
https://tools.ietf.org/html/rfc8174
https://tools.ietf.org/html/rfc4949
https://apps.cablelabs.com/specification/common-security-requirements-for-ip-based-mso-provided-cpe
https://apps.cablelabs.com/specification/common-security-requirements-for-ip-based-mso-provided-cpe
https://tools.ietf.org/html/rfc6092
https://apps.cablelabs.com/specification/CM-SP-SECv3.1
https://tools.ietf.org/html/rfc7084
https://www.broadband-forum.org/technical/download/TR-124_Issue-5.pdf
https://www.broadband-forum.org/technical/download/TR-069.pdf

[11] IPv4 and IPv6 eRouter Specification CM-SP-eRouter-119-160923
https://apps.cablelabs.com/specification/ipv4-and-ipv6-erouter-specification

[12] Network Ingress Filtering: Defeating Denial of Service Attacks which employ IP Source Address
Spoofing, BCP 38, RFC 2827
https://tools.ietf.org/html/rfc2827

[13]  Special-Purpose IP Address Registries, BCP 153, RFC 6890
https://tools.ietf.org/html/rfc6890

[14] Updates to the Special-Purpose IP Address Registries, BCP 153, RFC 8190
https://tools.ietf.org/html/rfc8190

[15] IANA IPv4 Special-Purpose Address Registry
https://www.iana.org/assienments/iana-ipv4-special-registry

[16] IANA IPv6 Special-Purpose Address Registry
https://www.iana.org/assienments/iana-ipv6-special-registry

[17]
numbers.xhtml

[18]  Addressing the challenge of IP spoofing
https://www.internetsociety.org/wp-content/uploads/2017/08 /ISOC-AntiSpoofing-20150909-en-
2.pdf

[19] ISO/IEC 29147:2014 Information technology - Security techniques - Vulnerability disclosure
https://standards.iso.org/ittf/PubliclyAvailableStandards /c045170 ISO IEC 29147 2014.zip

[20]  BSI'TR-03148:striSecure Broadband Router
Requirements for a secure Broadband Router Version: 1.0
https:/ /www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/TechnischeRichtlinien

TR03148/TR03148.pdf? blob=publicationFile&v=2
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https://tools.ietf.org/html/rfc8190
https://www.iana.org/assignments/iana-ipv4-special-registry
https://www.iana.org/assignments/iana-ipv6-special-registry
https://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xhtml
https://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xhtml
https://www.internetsociety.org/wp-content/uploads/2017/08/ISOC-AntiSpoofing-20150909-en-2.pdf
https://www.internetsociety.org/wp-content/uploads/2017/08/ISOC-AntiSpoofing-20150909-en-2.pdf
https://standards.iso.org/ittf/PubliclyAvailableStandards/c045170_ISO_IEC_29147_2014.zip
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/TechnischeRichtlinien/TR03148/TR03148.pdf?__blob=publicationFile&v=2
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e Ei o] BA A AlFehs 2 PANe) A =S gotea 9o Isp 9 3
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Y AE= oFA @ PAMS ad e 3 AYA R A Ak ey @ AR B
HEe Fo)0 A4 T AFE S AA ohdA, FEEDEFAULT) A4 & A FA 4o
AJAA ol sl =22 2442 a3t
o #Aoll 71 A H AFRE wek 2 pAake] Hage] MEo]n] 1 ARG e Sl B
AP FH s AE A7) o2 WEl A G5 RS FEsA FH P e e @
AAE A QAR AAE A A8 A

A vt 8 7 A}3}(General Requirements - GR)

STAH M ¥ 5*(Mandatory) & E 47 (Default configuration)

(Requirement) | R FZ (Recommended)

O ¥4 (Optional)

GR-01 M

GR-02 M

GR-03 M

292 57 Qe 0] 2 Aol A A
GR-05 R A A o] Adlo] E 23 (Current status of updates)

A X E o] H <t 8 FAF8)(Software Security Requirements - SR)

Q FAE} M ¥ 5*(Mandatory) T ZE 47 (Default configuration)
(Requirement) | R FZ (Recommended)
O A (Optional)

SSR-01 M

SSR-02 M W73 AW E WSS A Sensitive data protected
SSR-03 R

SSR-04 M AZEO] /| =t B W o] = AbAe A
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ddlo] E¢} #¥] 8 TAL3) (Update and Management Requirements - MR)

Q FAE} M ¥ 5*(Mandatory) & E 47 (Default configuration)
(Requirement) | R FZ (Recommended)
O %4 (Optional
MR-01 M (a) (a)
MR-02 M (b) (b)
MR-03 a. M ©
b. M
c M
d M
MR-04 M
MR-05 M
MR-06 M
MR-07 a. M
b. M
c.R
MR-08 M

715 8 TA}3H(Functional Requirements - FR)

Q FAE} M ¥ 5*(Mandatory) T ZE 47 (Default configuration)
(Requirement) | R FZ (Recommended)
O ¥4 (Optional)
FR-01 M Telnet, FTP, SOCKS, CHARGEN, SNMP & 3}
FR-02 M (©
FR-03 %15 5 (MUST),
5 s}
5% (RECOMMENDED)
FR-04 M
FR-05 a. M Z+zro] 7 tlufo]l A7) 153k 27|
b.M B RR=d |
FR-06 M
FR-07 M
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FR-08 a. M
b. M
FR-09 M DNS, NTP, SSDP, UPnP 7} WAN ol A] 5 4=
7t & A
FR-10 a. M (d)
b. M
FR-11 M
FR-12 M
FR-13 M NTP SEto| A ER e T et =51 A A 3}A]
oko 7
v a A
FR-14 R
FR-15 M QFE] 2373 & B (Anti-spoofing filtering) - & 3}
FR-16 R AASHA &5 A (o)
FR-17 a. M b. A& 2 & Fastsh] & A
b.R
c. R
d M
FR-18 li. lg A3 53 Faste A
FR-19 M
FR-20 R

%x7] A4 8 7" A3 (Initial Configuration Requirements - IR)

Q FAE} M ¥ 5*(Mandatory) & E 47 (Default configuration)
(Requirement) | R FZ (Recommended)
O 4 (Optional)

IR-01 M SSDP, SNMP, UPaP, SOCKS, SMB, the] HAE
Fast

IR-02 M AP 74 o] E DNS 471 915 A, DNS
dyole= Fastd A

IR-03 M Fast

IR-04 M ®
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IR-05 M ®

IR-06 M @

IR-07 M AR A SSH 7 Sl A

IR-08 M s}

IR-09 M S HAYE, HE, VPN 9 a3}

Tz} 8 F"A}8}(Vendor Requirements - VR)

Q FAE} M ¥ 5*(Mandatory) T ZE A A (Default configuration)
(Requirement) | R FZ (Recommended)
O A (Optional)

VR-01 M
VR-02 M
VR-03 M
VR-04 M

(@) ISP & tluto] 25 944 |8 4= gl T (e A4 5 9)S 7HA of gk 3 Aol £,
FA el =, XDSL)Oﬂ 4811 AH8-¥ 7)ol whet sﬂ% AL olu] ERJ TREZS /1A 21
ol -

A& Zlot}, o] g&oll A Isp = HHfo
TR-069 CWMP)©l| w}a‘r TEEZS A9 0] ‘é 1‘4 E 2 (BY DEFAULT)

Fast s g 27 A4S sfof gt 559 iiEf—éOl AdH = 45, 2421
LFE o] 5l 23A14 Hark v

(b) ISP = T Hfo] 25 A 0 2 Yu|o| ES 58 (F 2 P oh)S 7HA of gttt 3FAh(A o &,
FA o1&, xDSL)ol o3l AHEE 7ol whef, G AFG S olv] 53 TR ESS TFA L

_IYE~
QL'
E_,
i:o
N
N
O
o

U= Flo|t}, o] oA ISP &= tlnfo] 2o I Q gl 7] (ol R =W E & 93 BBF
TR-069 CWMP)°l| e} > 2 & -5 A el sk 3 7} Ao o] & U] FE Z(BY DEFAULT)
FEst B 3 2V AR S Sof Stk o] ZREFo] AdE = A, A4S 1

BEE o] ghie] L3N Lot lrk

(c) CPE 9} 71 ] /U0 E A B o] ERA M Qo] A~ AEF 7Y 4 2D &3
ATE 95 Haste] MAUZSS A} 8511 G AL 22 FFAe] oz abe} Bl 6
A 4= Utk ojuff = A A= FS sk F () TLS/HTTPSMW |Fold A RE

b

ﬂm1&%4@@@%%%94444ﬁ4mmwm£ﬂdwﬂ°id%%ﬁ,
54T mEl: AHE UES D 9%, 574 URL 50 @ Ax =5 A A&

e et g e,

(d) ISP 7} U E ) 2 #e] An]2/o o] A EE UZEZBY DEFAULDZ 83181715 93

A9, ASH NEN A MA 2 A S 918 A A3 el E S A T8l of Bt
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745-, ZEZ(BY DEFAULT) ZE 2 Eﬂﬂﬁ—%iA % ﬂ%% T

. o
&t t & E(DEFAULT) A A2 "2 A (unconfigured) o]ﬂ% CPE = 54 =9 20 o

ofw 3 BB %= A g5

() ISP7F 7] AIEH S & ALEvpo]=alr] 98 A5 S A8 T2AAS
Tzl Al 4 Do vt vk, 28R &2 A A= Y E(DEFAULT) 24
WA afek ghe AR 5 gl

(@ ISP 7} WiFi M E9I A& A 2H ﬂ} |=3517] ¥ 79 WiFi 218 2H(SSID) 2]

S|
=
o davt ok a2%A &2 45 BviAbs UEEDEFAULT) ¢t A8 ¢ MEP. :

O| M= Atdo| 2tFut B35S |8l EESHLACNOG 2F M3AAWG T ETIOAH H2o

o
HSL7| f/8H Mihyon Hirano, Qualitia Co., Ltd, JPAAWG 7| ot 0|2 HASI UL L|CF

https://www.qualitia.co.jp/
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